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Ooops, your files have been encrypted! Chiness (simpified v

English Ooops, your files have been encrypted!

&ﬂ\j EEHEI'ZBTH-‘/A I'EJE ? | ] ‘What Happened to My Computer?
CH—LRE X ARIMERTT - Crana, dtonel o pousdocumentsphoro e, dtabses ad ot s o onger
EH B SO R - B WU - exeXHR% o JLF Codn | oo pochus ey e bes ameyota Maybay e s i ooking o s way o
X EMBEINE T - B TR ERITH - Darish

BELRI— 32 P R4 A AR RIS © A AERLE SR S et B
FRIE IR RRNRERS - MEEX TR T hF SEREIZLESH Finnish 5] Can I Recover My Files?

French 5/16/2017 00:47:55 [Sure. We guarantee that you can recover all your files safely and easily. But you have
German not so enough time.

EEEKREXE T GE? Greek You can decrypt some of your files for free. Try now by clicking <Decrypt>.

Ind But if you want to decrypt all your files, you need to pay.
Ny N oruhorg = ' 2.y ) Indonesian yptally 3 -
LRI IRERTTE - HEEETIRINARERS T RERE « LU G You only have 3 days to submit the payment. After that the price will be doubled.

4t e S5k B N | ———.,) o, if you don't pay in 7 days, you won't be able to recover your files forever.
%&1‘5?%%)&% ﬂ/?%ﬁ el " . iif:::se [We will have free events for users who are so poor that they couldn't pay in 6 months.
(H3X R UL R » h R BETER AR © Latvian Your files will be lost on ow Do I Pay?
e o2 s SRS P o —
st Decrypt> Rl > MAILLRRIE — L3 « WL g;ﬂiﬁfg’a" 51202017 00:47:55 Pa‘::en:s acceap}:ed in Bitcoin only. For more information, click <About bitcoin>.
BRITET o Portuguese — Please check the current price of Bitcoin and buy some bitcoins. For more information,
{HRERE LI FETRISEH - Romanian e click <How to buy bitcoins>.
3 o [ And send the correct amount to the address specified in this window,
mﬁgﬂgﬂ?u BRE&HTE  sekEMD  UATE jﬁigf uwan Aft k <Check Payment>. Best time to check: 9:00am - 11:00am
e SDanlsh -

B3R RTHRER S T=X88RS8E - Swedish Send $300 worth of bitcoin to this address:

Turkish

[TF » —MILFZARNK  BRARRETT - Vietnamese - ACCEPTED Hi
T ST SRR R S RAFA - SFENLBRRE - EER el |

25 EELESEARET - Contact s e

recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on
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.der, .pfx, .key, .crt, .csr, .p12, .pem, .odt, .ott, .sxw, .stw, .uot, .3ds, .max, .3dm,
.ods, .ots, .sxc, .stc, .dif, .slk, .wb2, .odp, .otp, .sxd, .std, .uop, .odg, .otg, .sxm, .mml,
Jday, .lay6, .asc, .sqlite3, .sqlitedb, .sql, .accdb, .mdb, .dbf, .odb, .frm, .myd, .myi,
.ibd, .mdf, .Idf, .sIn, .suo, .cpp, .pas, .asm, .cmd, .bat, .ps1, .vbs, .dip, .dch, .sch, .brd,
.Jsp, .php, .asp, .java, .jar, .class, .mp3, .wav, .swf, .fla, .wmv, .mpg, .vob, .mpeg,
.asf, .avi, .mov, .mp4, .3gp, .mkv, .3g2, .flv, .wma, .mid, .m3u, .m4u, .djvu, .svg, .psd,
.nef, .tiff, .tif, .caqm, .raw, .gif, .png, .bmp, .jpg, .jpeg, .vcd, .iso, .backup, .zip, .rar,
.tgz, .tar, .bak, .tbk, .bz2, .PAQ, .ARC, .aes, .gpg, .vmx, .vmdk, .vdi, .sldm, .sldx, .sti,
.Sxi, .602, .hwp, .snt, .onetoc2, .dwg, .pdf, .wk1, .wks, .123, .rtf, .csv, .txt, .vsdx, .vsd,
.edb, .eml, .msg, .ost, .pst, .potm, .potx, .ppam, .ppsx, .ppsm, .pps, .pot, .pptm,
.pptx, .ppt, .xItm, .xltx, .xlc, .xIm, .xIt, .xlw, .xIsb, .xIsm, .xIsx, .xIs, .dotx, .dotm, .dot,

.docm, .docb, .docx, .doc

W Cand a0l 4l ke ‘QT 4 L;oyﬂ 3 i S Col pY o HeiS o L1580 a ol acldled @ ax il
EML! 5 W g 09 5T (Sl 0 95 e DL 31 bty (o5 ans janing ole Slaptivsns S92

AP - SPCH PR

: MS17-010 oy s »




wlellbl g 13 g sl zyliy

wliele bl g 1908 lajlu wannacrypt 380z b ailio g g iy s o wloladl

E;‘
‘Jﬂ é)éﬁ

Lngd:owu dod 4O (J.slﬁ Lg)‘..\f «5‘1...».»‘ JSJBJ") SMB U9 Lg)l.w obLu 9 M517‘010 Lg).’duw]
Sl 03¥ 1 5l eolitilegus 5l (585l 5 g pdycal b ablie oakd 5 Lol jSal) o )ls 0525 55005

Shoyzan oIl sheslatul b canl o3¥ jslaia cpl gl 08,5 Jlasl joang ole pivn slo Slo )59 (2,5

08,5 Cuas g o b yo Jole e sl Sl yig 0 o5 (Windows update) jsaig

O 0 53 Sad jo | 095 colaiS] slhalog Cilug Solo OS5 15 (f oo Candl 4y dxgi b ailieiigs

1wl 00l )|).9

http://www.catalog.update.microsoft.com/Search.aspx?q=KB4012598

[&] ‘D @ www.catalog.update.microsoft.com/Search.aspx7q=KB4012598
tesi T- 13 of T3 (page Tof T)

Title Products Classification ‘ Last Updated Version | Size
Security Update for Windows 8 (KB4012598) Windows 8 LSJ;‘:;:‘: /13/2017 nfa 872 KB
Security Update for Windows XP 5P3 (KB401 Windows XP lS.IEpC:;te).E /1372017 nfa 655 KB
Security Update for Windows Vista (KB4012598) Windows Vista LSJEPC:;‘;); 311272017 n/a 1.2 MB
Security Update for Windows Server 2008 (KB4012598) Windows Server 2008 a;‘:;t; 3/12/2017 na  12MB
Update for Windows Server 2003 for x64-based Systems Windows Server 2003 Windows Server 2003, Datacenter Security 5/13/2017 nia 951 KB
Edition Updates
Security Update for Windows 8 for x64-bas ems (KB4012598) Windows 8 a;‘:;t; 5/13/2017 n/a 984 KB
Security Update for Windows XP SP3 for XPe (KB4D12598) Windows XP Embedded a?:;iteys 5/13/2017 n/a 665 KB
Security Update for Windows Server 2003 (KB4012598) Windows Server 2003 Windows Server 2003, Datacenter Security 5/13/2017 n/a 687 KB
! Edition Updates
Security Update for Windows XP SP2 for x64-based Systems (KB4012598)  Windows XP x64 Edition aepc:;t: 5/13/2017 nia 951 KB
Security Update for Windows Vista for x64-based Systems (KB4012598) Windows Vista LS_IEPC:;E; 3/12/2017 nfa 13 ME
unc.lats for Windows Server 2008 for tanium-based Systems Windows Server 2008 a:;:;teys 3/12/2017 nia 12 ME
.|ph ) Windows Server 2008 for 154-based Systems Windows Server 2008 a;c:;t: 3/12/2017 n/a 12 ME
Security Update for WESOD an ady 2009 [KB4012508) Windaws XP Embedded a::;‘e’ /12/2017 nfa 665 KB
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powershell Lk s> 3l oslaw LR2 Yoo A
SMB 5 59, SMBVL (55 JUb e sl @

Set-ltemProperty -Path
"HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" SMB1 -
Type DWORD -Value 0 -Force

SMB 5,0 5, SMBV3 4 SMBV2 105 Jlai i ol ®

Set-ltemProperty -Path
"HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" SMB2 -
Type DWORD -Value 0 -Force

SMB 5, 55, SMBV1 5,5 Jlub oI, @

Set-ltemProperty -Path
"HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" SMB1 -
Type DWORD -Value 1 -Force

SMB 300 5, SMBV3 s SMBV2 55 Jlub (ol,, @

Set-ltemProperty -Path
"HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" SMB2 -
Type DWORD -Value 1 -Force
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Get-SmbServerConfiguration | Select EnableSMB1Protocol, EnableSMB2Protocol
SMB 5, 59, SMBVL (55" JUb e sl @
Set-SmbServerConfiguration -EnableSMB1Protocol $false

Set-SmbServerConfiguration -EnableSMB2Protocol S$false

Set-SmbServerConfiguration -EnableSMB1Protocol Strue

SMB 5, 5, SMBV3 4 SMBV2 105 Jlss &l ®

Set-SmbServerConfiguration -EnableSMB2Protocol Strue
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